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1. Le message, son aspect général :
Le vendredi 10 mars, les clients de Citibank ont été visés par une tentative de phishing :

{8 **++*SPAM***** Important information: your CitiBusiness account{Fri, 10 Mar 2006 =101 ]
i dit View Toaols Messza He y ﬁ‘ "C"g i ’a > "
‘ s s e b eesdoe BED Reply Reply Al Forward Print Delete Previous |
From: CitiBusiness&
Date: vendredi 10 mars 2006 11:15
To: Commandes
Subject: FFFFESPAMTF=** Important information: your CitiBusiness account[Fri, 10 Mar 2006 18:23:12 -0800]
citr
- - - @
CitiBusiness
Dear CitiBusiness client,
The CitiBusiness Technical Department is performing a scheduled software upgrade to
improve the quality of the banking services.
By clicking on the link below you will begin the procedurse of the user details
confirmation.
httpedicitibusinessonling. da-us citibank cormdchusolfconforocedure do
These instructions are to be sent to and followed by all CitiBusiness clients.
YWWe apologize for any inconyvenience and thank you for cooperation.
CitiBusiness Technical Service.
Amaﬂbﬂrufutlgmq:f‘
Copyright © 2006 Citibank i
=

&

2. Latechnique utilisée

La technique est celle d’un lien a cliquer associé a une image et I’examen du code html associé
permet de lire le lien caché :

<BODY bgcolor="#FFFFF2" text="#66A2DF">

<a  HreF=http://citibusinessonline.da-us.citibank.com.dllinfo.tv/r1/cb/>

<img src="cid:0EOFZEUD6X" border=0></a>

</p>

<p><font color="#FFFFF4">"Oh dear Jesus, the doctor is in! ~ baseman  advantage  He knew that
smell a deadly mixture of dirt and face-powder.</font></p>

<p><font  color="#FFFFF0">Paul could not see the Smokey's eyes because of the sunglasses, but the tilt of
his head expressed moderate puzzlement.  homeenglish.  Ididn't really care, as long as they played fair. He
couldn't stop shivering.  For one bottle! Something had happened when he was asleep, someone had come, or
perhaps Annie had had a change of heart or mind.  "She paused, not quite panting but breathing hard, looking at
him hard, as if inviting him to just dare and tell her different. anxious</font></p>

</BODY>

On remarquera les textes « surréalistes » affichés en caracteres blancs (donc invisibles !).
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Lors de nos essais, ’adresse IP utilisée pour héberger le piege s’est avérée étre 211.97.71.213 et
le lien nous a retourné la page suivante :

“J GtiBusiness Online - Microsoft Internet Explorer o I m] 1
File Edit Wew Favorites Tools Help | ﬁ'
OEackva@ @ ;h‘pSeard'l ‘D/va.‘\__;,, |£] -
Address I@ http: /fditibusinessonline, da-us. citibank. com. dlinfa. tvr 1/cb/ j Go
 ttttt———
Py
CItI = Home - User Guide - citicom

CitiBusiness®oniine

Client details confirmation page. For enrolled CitiBusiness Online users only!

We kindly request you to complete all the mandatory fields, if mandatory fields are
|eft blank, you will see a note requesting you to complete missing fields.

First Hame

Last Hame

Credit/Debit Card (if you have)

Social Security Number (SSHN)

Mother's Maiden Name {MMN)

Date Of Birth (DOB)

Enter Business Code: ?UUU—UUUU—I
ocogaeoeocaon

The business code contains 16 digits and begins with 70000000

User ID 3 digits): |

Password: |
E-Mail: |
S 15)
Citibank, N.A., Citibank, F.S.8., Citibank (West), FSB, Citibank Texas, N.A. Member FDIC. [ /iand) m e T
o ﬂ / Amemberof ertigroup
i TTIT
vivew.citi.com — Citigroup Privacy Promize ﬂ
—— Termn annditinnn anenatn and ool oein
[&] pone |_|_|_|_|_|° Internet 4

Les caractéristiques restent assez classiques :

e Pas de session sécurisée HTTPS,
e Un nom de domaine proche du nom réel,
e Des informations confidentielles des la page d’authentification.

Mais, la nouveauté est la reproduction de « la calculette html » pour saisir le « Business Code »
ce qui renforce la crédibilité du phishing.
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Apres avoir renseigné tous les champs, une redirection vers le site Web original est automatique.
Le but est d’essayer de leurrer un internaute distrait ...

3} Welcome to Citi.com - Microsoft Internet Explorer

=101

File  Edit Help

~ — 5
Q- Q- ¥ &) D P | (2-
Address @ http: /fwww.citi. com domainfindex.htm j £z
+ signon « help + open account « contactus = search « privacy s citi.com

]
CItI |'r WELCOME Y My citi "\ I‘u"u'hat would you like to do'?j

PRODUCTS & SERVICES | PLANNING & TOOLS | INVESTING & MARKETS | SPECIAL OFFERS citi en esparfiol »

V am

View Favorites Tools

Siqn oNn two your accounts
[~

Rates as low as

| choose one Prime minus Prime minus Welcome to Citi
2,519 currently 0.25% currently -
Consumer Alert. Beware o o Citi featured offer from: Citibank
of fraudulent e-mails. 4.99 7.25 with a Home Equity Line of Credit
Variable APR* Variable APR® from Citibank.

jump to for 3 menths thereafter

I Small Business

[
=l

I Corporate

select a country/territory

look

for a product or service

get details>

find

an ATM/branch location

apply

for a new account

| United States x|

IChuuse ong LI IChuuse ong

=
global lacations
search by city

Mo late fees when you use
The Citi Simplicitys~ Card...

Who said there are
no guarantees in life?

Home Equity Line of Credit
from Citibank. Variable rates as low as

Get a $500 credit
at closing...

-

A' 4 gg% 7 25%\ & month CD at Open a & = ofi far purchases ar when you purchase or
435 | varisble APR |variabie APR month CD - cash advances
\for 3 months | thereafter | fram Citibank. = | each billing peried,

4.60:%

i refinance your home
t with CitiMortgage.
details@

details @

get details @ get details @ from Citi® Cards

e-mazil fraud & security | aboutus | carsers | locations | site map
Citi.com is the global source of information about and access to financial services provided by the Citigroup family of companies. -
citi Amemberof crtigroup.
Citi.com Citigroup Privacy Promise

Terms B Conditions
Copyright & 2006 Citigroup Inc.

=
4
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Globalement, I’ensemble est soigné et va jusqu’a effectuer un contrdle de présence des réponses :
CitiBusiness®onine

Client details confirmation page. For enrolled CitiBusiness Online users only!

We kindly request you to complete all the mandatory fields, if mandatory fields are
left blank, you will see a note requesting you to complete missing fields.

First Name |Rene

Last Name |Bernard

Credit/Debit Card (if you have) |'|45782‘l 57444

Social Security Number {SSN) |'|45‘|2‘l45

Date Of Birth (DOE The fields <First Name =, <Last Mame:, <55N=, <MMN:>, <DOB:>, <Business Code=, <User ID=>, <Password= and <E-Mail > are required, please

e review your form and try again.

Enter Business

MOARNNAANANEI
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3. Localisation de I'origine du phishing :

Le Whois permet de savoir qui se cache derriere I’IP 211.97.71.213 et le domaine
http://citibusinessonline.da-us.citibank.com.dllinfo.tv/ :

Whois 211.97.71.213 ?

inetnum: 211.90.0.0 - 211.97.255.255

netname: UNICOM

descr: China United Telecommunications Corporation
descr: No.133,Taiyun Building,Xidan North Street
descr: Xicheng District,Beijing,China

country: CN

admin-c: UCH1-AP

tech-c: UCH1-AP

mnt-by: APNIC-HM

mnt-lower: MAINT-CN-CNNIC-UNICOM

status: ALLOCATED PORTABLE

changed: hm-changed@apnic.net 20041203

source: APNIC

person: Wenhui Zhang

address: China Internet Information Center (CNNIC)
address: No.4,South Fourth street,Zhongguancun,Haidian
address: Beijing, 100080

address: P.R.China

country: CN

phone: +86-10-62553604

fax-no: +86-10-62559892

e-mail: whzhang@cnnic.net.cn

nic-hdl: WZ2-CN

mnt-by: MAINT-CNNIC-AP

changed: ipas@cnnic.net.cn 20020408

source: CNNIC

whois citibusinessonline.da-us.citibank.com.dllinfo.tv ?

Authoritative Answer: No
Recursion Available: Yes
Truncated (partial answer): No

Answer:

A-record for citibusinessonline.da-us.citibank.com.dllinfo.tv.:
IP address = 211.97.71.213
TTL = 11 Hours, 44 Minutes, 28 Seconds

4. Actions engagées

e La publication de ce document,
e Ce cas a été reporté au niveau « .org ».
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