1. Le message, son aspect général :
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From: eBay
Date: jeudi 17 mars 2005 18:43
To: crnet_tec@chinatietong. com
Subject:  eBay Deals, starting from $1

ebY

Dear valued customer

We regret to inform you that if you did not re-update your account
information your eBay account will be suspended for a period
of 34 days and as result it will be terminated.

and we also regret to inform you that if you don't re-update your
account you have to register a new one and this will require a new
registration fee.

Regards, Safe harbor Department eBay, Inc
The eBay team.
This is an automatic message. Please do not reply.

For the User Agreement, Section 9, we may immediately issue a
warning, temporarily suspend, indefinitely suspend or terminate
your membership and refuse to provide our services to you if we
believe that your actions may cause financial loss or legal liability
for you, our users or us.
We may also take these actions if we are unable to verify or
authenticate any information you provide to us.

please click here and login to your account in order to re-update it .

Announcements | Register | Safe Trading Tips | Policies | Feedback Forum | About eBay

Copyright @ 1285-20032 eBay Inc. All Rights Reserved.
Designated trademarks and brands are the property of their respective owners.
Use of this Web site constitutes acceptance of the eBay User Agresment and Privacy Policy.
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The HTML graphics in this message have been displayed. [Edit Preferences - What's This?]
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2. Latechnique utilisée :

Ce cas de phishing est une variante de cas déja reportés :
e eBay - 'Account Violate'
e c¢Bay - 'Account Verification'

La technique est un lien “click here” vers un site :

http://www.cba.or.th/member/index.htm

3. Un cas de phishing visible :

e « Carbon copy » a un destinataire farfelu,
e Absence de clé SSL (icone zone sécurisée) pour un site HTTPS affiché.

i eBay Deals, starting from $1

File Edit Wiew Tools Message Help ‘

From: eBay
Date: jeudi 17 mars 2005 15:43
crnet_tec@chinatietong. com

: eBay Deals, starting from §1
a Sign In - Microsoft Internet .

J File Edit WView Favorites Tools Help
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J Address @ http: ffweww . cha.or. th/member findex. htm
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https: {fsignin.ebay. com/ws/eBayISAPL dI?SignIn&fayaritenay =&sid =&ruproduct=&pp
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Sign In
New to eBay? or  Already an eBay user?
If you want to sign in, you'l eBay members, sign in to save time fo

dt Ister first.
need 10 regIsier 1rs EBEI']I' User ID

Registration is fast and free. I
Forgot your User ID?

Register > Password

Forgot yvour password?
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4. Détection facilitée par la fréquence

Cet essai est devenu suffisamment fréquent pour étre détecté par Norton :

Alerte : vil

L ] E Morton AntiVirus a détecté un virus sur votre ordinateur,

Mom de l'objet @ C:\Documents and Settings\AdministratoriL. .. index[3].him

Mom du wirus : 15, Trojan.Blinder
Mesures prises :  Impossible de réparer ce fichier,

o |

5. Les actions engagées :

e La publication de ce document,
e Ce cas étant une variante d’un phishing bien documentg, il est inutile de le
centraliser au niveau .org



	Le message, son aspect général :
	La technique utilisée :
	Un cas de phishing visible :
	Détection facilitée par la fréquence
	Les actions engagées :

