Page 1/3

1. Le message, son aspect général :

Avec PayPal, eBay est une des cibles favorites du phishing. Tous les messages eBay ont le méme
aspect général.

# Official Information To All eBay Clients =10l x|
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Reply Reply All  Forward Print Delete Previous !
From: eBay
Date: mercredi 31 aodt 2005 09:33
To:

Subject: Otticial Intormation To All eBay Clients

ehV

Oear eBay Member,

We regret to inform you that your eBay account could be suspended if wou don't re-update your
account infarmatian.
Ta resalve this problem please visit link below and re-enter your account information:

https:#=signin.ebay comdwsieBaylSAP LAY Signlnésid=verifyfco partnerld=28&siteid=0

If wour problems could not be resolved your account will be suspended for a period of 24 hours,
after this period vour account will be terminated .

For the User Agreement, Section 3, we may immediately issue a warning, tempararily suspend,
indefinitely suspend or terminate your membership and refuse to provide our services to you if
we believe that your actions may cause financial loss or legal liahility for you, our Users or us.
We may also take these actions if we are unahle to verify ar authenticate any information you
provide to us.

Due to the suspension of this account, please be advised you are prohibited from using eBay in
any way. This includes the registering of a new account. Please note that this suspension does
not relieve wou of your agreed-upon obligation to pay any fees you may owe to eBay.

Fegards,

Safeharbor Department eBay, Inc
The eBay team | |
This iz an automatic message, please do not reply

Copyright @ 1995-2005 eBay Inc. All Rights Reserved.

s

La technique utilisée est celle du lien « a cliquer ». La page web suivante sera appelée:

http://212.156.223.203:680/rock/isap/index.htm



http://212.156.223.203:680/rock/isap/index.htm
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2. Ildentification du site hostile :

le Whois identifie une localisation en Turquie :

Whois 212.156.223.203 ?

inetnum:  212.156.223.0 - 212.156.223.255
netname:  TurkTelekom

descr: ADSL-ALC-Antalya-Static Pool
country:  tr

admin-c: TTBAI1-RIPE

tech-c: TTBA1-RIPE

status: ASSIGNED PA

mnt-by: as9121-mnt

source: RIPE # Filtered

role: TT Administrative Contact Role
address:  Turk Telekom
address:  Bilisim Aglari Dairesi
address:  Aydinlikevler
address: 06103 ANKARA
phone: +90 312 313 1950
fax-no: +90 312 313 1949
e-mail: abuse@ttnet.net.tr
admin-cc BADB3-RIPE
tech-c: ZA66-RIPE

tech-c: ZA196-RIPE

tech-c: LA109-RIPE

tech-c: NO638-RIPE

nic-hdl: TTBAI1-RIPE

mnt-by:  AS9121-MNT
source: RIPE # Filtered

% Information related to '212.156.128.0/17AS9121'

3. Un cas de phishing visible :

Les observations suivantes permettent de reconnaitre la fraude :

e Ce phishing sur eBay est devenu « un classique » et donc facile a reconnaitre.
e Absence de clé SSL (icone zone sécurisée) pour un site HTTPS affiché.

Le lien a cliquer est associé aux pages suivantes :



@nrécédente - @ - @ @ t-\/_h pRechenchBr *Fﬂnoris &4 @v Q_i";. 8 -3 :fndresse|ejhﬂp:f!212.156_223.2u

https: /i signin, ebay . comfwsieBayISAPL. dIZSignin@sid=verify&co_partnerld=2&siteid=0
L]
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SignIn
New to eBay? or Already an eBay user?
If you want to sign in, youll eBay members, sign in to save time for bidding, selling, and other actvities.
need to register first,
eBay User ID
Registration is fast and free. |dfd' |

Faorgot your User |D?

Passwonl
| |

Eorgot your password?
I Sign In Securely> I

[] Keep me signed in on this computer unless | sign out.

(7 Account protection tips

Be sure the Web site address you see above starts with hitps:/fsignin.ebay. com/

Wou can also register or sign in using the following semice:

FRAESPORT
| SignIn ..

La saisie d’un numéro de compte « fantaisiste » redirige vers une page non sécurisée qui

demande vos identifiants de carte bancaire :

@,,ngmm - E @ _h::x_-}'_)lwcherchm ‘?::"waurls @ E‘S’v ; =)

https: fisianin.ebay.comiws/eBayTSAPT I Signlndsid=verifyloo_partnerTd=Zasiteid=1
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3% acess @lnmperaizasezzszosesn/ndv| B ¢

Hello, fkkjfkajfkjg

P Live help

Security Measures

Please Enter Credit of Debit Card on File to Confirm Your ldentity

B m = =

ﬂ Your information 15 protected on eBay's secure servers and by our Privacy
Palicy

Expiration date
—hdanth— Ij-'i —=Yaar-|v

Cand identification number

=

eree B | i

Credit or debit card

S—

Thiz i= the 3-digit number of the back of your card. For American Express use
thi d-digit nurnber on the front of the card. Learn more
Card PIN

Thiz is the 4-digit number used at ATMs

4. Actions engagées

e La publication de ce document,
e Ce cas a été reporté au niveau « .org »
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