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1. Le message, son aspect général :

® ***ebay-updates-service.info* ** - Message (HTML) =1ol x|
J Eichier Editon Affichage Insertion Format Outils Actions ?
JQJRégondre | €% Répondre 3 tous |§§Transf§rer | =] | L4 | L | > -y~ A:| @ -

De: eBay [aw-confirm@ebay.com] Date : jeu. 15/05/2005 14:50
A:

Cc:

Objet : ***ebay-updates-service.info***

Flease note that this is 8 system genersted email. Flesse do not reply to this emasil. If you have guestions, plesse didd the following link or paste it in your browser. httpo/'peges ebay.com/help/besics/select-
suppodt. html

eBay Confirmation Center

3
e Yoorar

Dear customer,

During our regular update and verification of the accounts
we couldn't verify your current information. Either your information has changed or it is
incomplete. If the account information is not updated to current information within 5 days
then. your access to bid or buy on eBay will be suspended.

To Update Account, please click the link below

2. Latechnique utilisée :

Ce cas de phishing est basé un lien html « click here » vers :

http://www.pearland.co.id/ws/eBaylSAPI.dII?SignIn&co partnerld=2&pUserld=&siteid=0&pageType=&pai

=&i1=&bshowqif=&UsingSSL=&ru=&pp=&pa2=&errmsg=&runame=&ruparams=&ruproduct=&sid=&favorit
enav=

Dont ’adresse IP associée est déterminable via « tracert » :

X:\>tracert www.pearland.co.id

Tracing route to pearland.co.id [203.130.242.45]


http://www.pearland.co.id/ws/eBayISAPI.dll?SignIn&co_partnerId=2&pUserId=&siteid=0&pageType=&pa1=&i1=&bshowgif=&UsingSSL=&ru=&pp=&pa2=&errmsg=&runame=&ruparams=&ruproduct=&sid=&favoritenav
http://www.pearland.co.id/ws/eBayISAPI.dll?SignIn&co_partnerId=2&pUserId=&siteid=0&pageType=&pa1=&i1=&bshowgif=&UsingSSL=&ru=&pp=&pa2=&errmsg=&runame=&ruparams=&ruproduct=&sid=&favoritenav
http://www.pearland.co.id/ws/eBayISAPI.dll?SignIn&co_partnerId=2&pUserId=&siteid=0&pageType=&pa1=&i1=&bshowgif=&UsingSSL=&ru=&pp=&pa2=&errmsg=&runame=&ruparams=&ruproduct=&sid=&favoritenav
http://www.pearland.co.id/
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L’analyse de I’IP 203.130.242.45 utilisée avec Whois aboutit a un site hébergé en Indonésie :

inetnum:  203.130.224.0 - 203.130.255.255

netname: TELKOMNET

descr: PT TELEKOMUNIKASI INDONESIA

descr: JIn Japati No 1

country: ID

admin-c:  MR39-AP

tech-c: [S49-AP

remarks:  service provider

mnt-by:  APNIC-HM

mnt-lower: MAINT-TELKOMNET

status:  ALLOCATED PORTABLE

remarks: -+-+-+-+-+-+-+-+-+-+-+-—+-+-+-+-+-+-+-+-+-+-t+-+-+-+-t+-+-+-+
remarks:  This object can only be modified by APNIC hostmaster

remarks:  If you wish to modify this object details please

remarks:  send email to hostmaster(@apnic.net with your organisation
remarks:  account name in the subject line.

remarks:  -+-t-t-t-ttA Attt Attt bbb
changed:  hm-changed@apnic.net 19980107

changed:  hm-changed@apnic.net 20041214

source: APNIC

person: M Untung Rahardjo

nic-hdl: MR39-AP

e-mail:  m_untung@telkom.co.id
address:  JI. Kebon Sirih No. 37 Jakarta
phone: +62-21-3160500

fax-no:  +62-21-3160300

country:  ID

changed:  joedi@telkom.co.id 20040205
mnt-by: ~ MAINT-TELKOMNET
source: APNIC

person: Iskandar Satyogo Prasetyo
nic-hdl:  IS49-AP
e-mail: yogo@telkom.co.id

address: PT. TELEKOMUNIKASI INDONESIA
address: MULTIMEDIA DIVISION

address:  J1. Kebonsirih No.12 7th floor

address:  Jakarta Indonesia

phone: +62-21-3860500

fax-no: +62-21-3861215

country:  ID

changed: = m_untung@telkom.co.id 20040729
mnt-by: MAINT-TELKOMNET

source: APNIC
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3. Un cas de phishing visible :

Les observations habituelles permettent de reconnaitre la fraude :

e URL ne correspondant pas a une source « racine » eBay.
e Absence de site HTTPS,
e Absence de clé SSL (icone zone sécurisée).

a Sign In - Microsoft Internet Explorer _ ||:||l|
J Fle Edit View Favorites Tools Help | al

JOBackva |;1 |_=1 'h|pSeard1 ‘fn"(Fa\roribes &)|D}2v.‘; |£] vJﬂ

Jaddre S @ http:/fwww.pearland. co.idfws/eBayISAPL dI?SignIn&co_partnerld=2&pl JserId=&swteid=0&pageType=&pa1=&j1=&bshowgif=&UsingSSL=8ru=app=apaz=éj Go |J Morton Antivirus Q -

| Y 277 2
Sign In Help
New to eBay? or.  Already an eBay user?
If you want to sign in, you'l eBay members. sign in to save time for bidding, selling, and other activities.
need to register first. eBay User ID
Registration is fast and free. I

Forgot your User ID?

Register > | Password

Forgot your password?

Sign In Securely >

[ Keep me signed in on this computer unless | sign out.

) Account protection tips
Be sure the Web site address you see above starts with https:/signin_ebay.com/

You can also register or sign in using the following semvice:

FRASSFORT
SignIn .

About eBay | Announcements | Security Center | Policies | Site Map | Help

Copyright @ 1995-2005 eBay Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this Web i
site constitutes acceptance of the eBay User Agreement and Privacy Policy.
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4. Malheur au distrait car le graphisme reste « séduisant » :

Apres avoir fourni les informations demandées, le distrait obtient une page d’accueil

3 My eBay Summary - Microsoft Internet Explorer ol x|
J File Edit W¥iew Favorites Tools Help ‘ ”
[ - © - 5] &) (o] Psr yrons @] (3- 12 13- @
JAddress@htq::,’,.’wv.-w.pearland.:n.ud,fws,feaa\;ISAPLphp?MyeBay&ssPagsName:H:H:M\'EBA\':US B |JNormn Antivirus |3 -

-

home | pay | register | senvices | site map IStart new search Search
Buy | Sell UTEEEEN  Community | Help | Advanced Search

Hella! Sign out.

Home = My eBay > Summary

My eBay Views Hello, (0) & ( ON HOLD Express Buying
' (—) ( ) g & Selling Zone

My Summary

All Buying
Watching My Summary Customize Summary
Bidding
Wan |
Didn't Win Q Safeguard your identity! Learn how to protect yourself from identity theft

Start Selling! Account Status

My Messages Your Account has been suspended because we are not able to verify your credit/debit information. to avoid complete suspension please update

your account by clicking here.

All Favorites
Searches

Sallers Back to top
Categories Buying Reminders (Last 21 days)
My A t "
Per:;::;r\lnfnrmahnn You wont be able to use your buying feature until your account is on hold. Please click here to remove your account from on hold.
Addresses
IManage Subscriptions Backtoto
eBay Preferences <Y
Feedback General eBay Announcements A
FayPal Account Coming Soon- Business & Industrial to Expand ltem Specifics to More Cateqgories 04/26/05
tem counts dslayad, Refrsh eBay Radio Listen In Today at 11:00 PDT 04/26/05
Penny Picture Show Sale — April 26-28 04/26/05
See All eBay Announcements. =

I [T [meme

Et le distrait peut continuer a surfer sur ce pseudo site eBay :

3 My eBay Updates - Microsoft Internet Explorer - Dlﬂ
J File Edit View Favorites Tools Help | ?
[O= - © A& G| om Jymem @53 0@
JAddrESSIEht‘b):waw‘Dear\and‘:u.id,i'ws,’eBayISAPI‘d\ls?MyeBay&LugUID=krdawsun&CurremPage=MyeanPersunalInfu&ssPageName=5TRK:ME:LNLK j Go HNorbon AntiVirus E -

-

®  home | pay | services | site map [Startnew search Search |
mm [PEGEY  Community | Help Advanced Search

1- Update eBay login information

E-mail l—
eBay User ID l—
eBay Password I—
PayPal Password l—

2-Verify personal information
Please have the following ready, as you'll need both to buy or sell on eBay.com:

» Credit or dehit card If you don't have these svai
s Checkbook (checking account) l=ss= vs= [DVerify insized

First, verify that your information below is corect.

First name Last name

Street

Il
] [T wene
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