1. Le message, son aspect général :

La technique utilisée est un lien a cliquer « clicking here »:

De : LaSalle Bank Corporation

A

Date : 17/07/2005 0749

Objet: VERIFY YOUR DATA WITH LASALLE BANK
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ttps: /fonlinebanking. lasallebank., com/fgeneral fcustde tailsconfirmation. as;l

Limage a cliquer

218.9.7.188 7?77

Ce message nous a été transmis sous le format html obtenu depuis un « webmail ». C’est
pour cette raison que 1’image proposée par le fraudeur n’est pas visible ici... mais le lien
est resté actif' !

Le code associé est reconnaissable :

<td width="530" class="texte"><p><font face="Arial">
<A HREF="http://www.lasallebank.com/customer_service/custinfo_confirmationhtml">
<map name="ignq">
<area coords="0, 0, 723, 391" shape="rect" href="http://218.9.7.188/.../1a/">
</map>
<img SRC="http://... /webmail.fcgi?ID=... &Body= »2" border="0"
usemap="#ignq"></A></a></font></p>

<p><font color="#FFFFFA">David Blaine I am a Pregnancy Diwali in 1901 </font></p>
</td>

La signature en bleu fera peut-étre sourire ?

L’utilisation d’une image avec MAP est largement répandue dans les essais de phishing.




2. L’ergonomie du site « piége » :
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Locations | Customer Service | Apply | Rates | Search | Home
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Chat with Online Support
Review the Consent to Electronic Delivery of Disclosures - Step 1 of 3

By clicking the "I Accept” button below, I consent to receiving the agreement and disclosures for the
LaSalleOnline banking and bill payment service, the LaSalleCnline Consumer Services Agreement, including any
future amendments, any subseguent disclosures such as pericdic statements or changes to the terms of the
agreement, and any other communication related to LaSalleOnline, electronically. I understand that the Bank
may not provide periodic statements and amendments to the agreement to me electronically at this time, but
does not waive its right to do so in the future. The LaSalleOnline Consumer Services Agreement is available
electronically as part of the online application process for LaSalleOnline and is available as a POF file in the

Online Banking section of the LaSalle Bank web =ite. (PDF files require Adobe® Acrobat Reader® software that
may be downloaded for free from the Adobe web site at
http:/f'www.adobe.com/products/acrobat/readstep.html.) Both of these versions of the LaSalleOnline Consumer
Services Agreement may be printed. I acknowledage that if T wauld like the Bank to provide me with a printed
copy of the LaSalleOnline Consumer Services Agreement, I must contact Online Banking Customer Service by
email through the Online Banking Service or by telephone at (B66) 904-7500.

The electronic version of the LaSalleOnline Consumer Services Agreement, any subsequent disclozures and any
other communication are available in HTML format and may be accessed through the Internet using Microsoft
Internet Explorer Version 5.0 or higher or Netscape Navigator Version 4.7 or higher with a personal computer
that supports these web browsers.

I acknowledge that I may withdraw my consent to receive electronic disclosures at any time by contacting Online
Banking Customer Service by email through the Online Banking Service or by U.5. mail at LaSalle Online
Banking Customer Service, Attn: 790-701, P.O. Box 4907, Chicago, Illinois, 680680-4907. However, if [ withdraw
my consent, the Bank may immediately terminate my enrollment in the Services, including online banking, and
bill payment and prezentment.

If my email address changes, 1 agree to provide the Bank with my new email address as soon as possible, by
=zending an email message to the Bank through the Online Banking Service. If I do not provide the Bank with
notice of my new email address, the Bank will have met its obligations to provide electronic notice if it sends
electronic notices to me at the most recent email address that the Bank has in its records.

By clicking the "I Accept” button below, I also acknowledge that I can access this information in the electronic
form that is used to provide this consent form and will be used to provide the LaSalleOnline Consumer Services
Agreement, any subsequent disclosures, and any other communication related to LaSalleQnline.

[concer i accept l - prne |

Please read our Disclaimer and Privacy Statement. Copyright & 2004 LaSalle Bank Corporation. All rights reserved.
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ergonomie peut paraitre celle de LaSalle Bank. Les points suivants attirent 1’attention :

e J’absence de session HTTPS,
e J’adresse 218.9.7.188 obscure.



3. Le Whois renvoie vers un site APACHE en Chine :

Whois 218.9.7.188 ?

inetnum:  218.9.7.160 - 218.9.7.191
netname: ZHAOYUAN-LIU-HE-NETBAR
descr: Zhaoyuan county liuhe netbar
country: CN

admin-c:  BG63-AP

tech-c: BG63-AP

changed:  gaobh@mail.hl.cn 20030611
mnt-by: ~ MAINT-CNCGROUP-HL

status:  ASSIGNED NON-PORTABLE
source: APNIC

person: Binghui Gao

nic-hdl:  BG63-AP

e-mail: gaobh@mail.hl.cn

address: ~ Communication Corporation Internet Enterprise Division of HLJ
phone: +86-451-2804465

fax-no:  +86-451-2804442

country: CN
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For documentation and information on Red Hat Linux, please visit the Eed Hat_ Inc. website. The manual for Red
Hat Limux is available here.

You are free to use the image below on an Apache-powered Web server. Thanls for using Apache!
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You are free to use the image below on a Red Hat Linux-powered Web server. Thanks for using Red Hat Linux!

redhat, LINUX

i€l I_I_l_l_l_lﬂ Internet

w2

4. Les actions engagées :

e Rédaction de ce document,
e Remontée au niveau « .org » effectuée.
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