Anti-Phishing Working Group: Paypal- 'Update Account.'

Paypal - 'Update Account.' Le 29-Avril-2005

Summary

[Email title: 'Update Account." |
Scam target: |Paypal users |
'Sender: || service@paypal .com |
sssgggd/hidden? Spoofed

'Scam goal: | Getting victim's credit card information, other personal information

Phish link method: | a'Click Here' type link

Link 'masked?  ||Yes

Visible link: "Please click here to update your billing records.

Actual link to: | http:/review-data.org/go.html

|Reso| ved URL: ||http://83. 16.123.18/icong/pp/update.htm?=https.//www.paypal .com/=cmd_login_access_account_uptead _curreny(truncated)
Phish site [P 83.16.123.18

Analysis contributed by: Tumbleweed Communications - Message Protection Lab

Overview

E-mail

The email is very convincingly shaped up, but the threatening aspect does not look much like a legitimate company's communication with its customers:
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The way to send and

o

Cear bprmoe@®hotmail.com
It has come to our attention that vour PayPal Billing Information records are out of date. That requires vou to
update the Billing Information.
Failure to update vour records will result in account termination. Please update vour records in maximurm 24
hours. Once wou have updated vour account records, wour PayPal session will not be interrupted and will
continue as normal. Failure to update will result in cancellation of service, Terms of Service (TOS) viclations or
future billing problems.

Please click here to update vour billing records.

Thank you for using PayPal!
The PayPal Team

Your monthly account statement is available anytime; just log in to your account at https: ffwww . paypal.comfus/HISTORY, To
correct any errors, please contackt us through our Help Center at https: ffwewew paypal .comfusHELP,

ia Fi r

29-04-05 Paypal 'Update Account' (2 sur 7)



Anti-Phishing Working Group: Paypal- 'Update Account.'

Web Site

Visiblelink: | http://www.citi zensbankonline.com/logon/securesurvey.asp |
Actual link to: | http://review-data.org/go.html |
Resolved URL: | |http://83.16.123.18/icons/pp/update.htm?=https://www.paypal .com/=cmd_login_access_account_uptead_curreny(truncated) |
Phish site IP: 83.16.123.18 |

The site first opened isjust aredirect. The second site is where the phish resides.

Thereis no login screen immitation. The site demands information immediately:

P3yPalk

Merchant Tools

MMy Account Send Money Request Money

Overview Add Funds wWithdraw History Profile

Update your Credit Card or Debit Card

Auction Tools

Help

Cehit Cards {also called checl cards, ATM cards or banking cards) are accepted if they have a Wisa or
MasterCard logo,

Email Address: I

Passwurd:l

First MName: I

Last Mame: I
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Get Clear Choices!

Apply Now!
30-second Response

Youur Choies of
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Card Type: I j Card Designs

Card Number: I EIII
Expiration Date: Immj / I‘T”Tr j

Card Yerification s [ On the back of your card, find the last 3 digits)
Number: meB B He|p finding your Card Verification Murnber

Mame On Card: I

Mothers Maiden Mame: I

Social Security
Mumber:

Date Of Birth: IMunth leay jl‘fearj

Card Pinl 4 Digit code used in ATMs. (Far werification with bank)
Billing Address

Enter the address where yvou receive monthly billing statements for this card:
Enter billing address
Address 1: I

Address 2: I
(optional)
City: I

Phone Mumber I

State: m

Zip Code: I

(5 or 9 digits)

Country: ILJnited States j

For your protection, we verify credit card and debit card billing addresses,
The process norrmally takes about 30 seconds, but it may take longer during certain timmes of the day.
Please click Continue to update vour information, When vour card has been successfully added, vou

will see a confirmation page.
Continue |

Mobile | Mass Pay | Money Market | ATMDebit Card | BillPay | Referrals | About Us | Accounts | Fees |
Privacy | Security Center | User Agreement | Developers | Shops | Gift Certificates/FPoints
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an eBay Company

Copyright @ 19993-2004 PayPal. all rights reserved.
Information about FOIC pass-through insurance

The main phishing clueisthe URL in the address bar:

| Address !Ej htkp: /i3, 16,123, IBIicnns,fpp,fupdate.htm?=https:,l',l'www.pa'ﬂ:ual.cl:um,l'=|:m|:|_Il:ugin_a-:cess_acl:l:uunt_uptead_n:urreny"f-:-"f-:-"fodi;l

Though it has 'https.//paypal.com' in it, thisisin the path part, not the domain name. ThissiteisNOT Paypal.
Thelack of a security certificate also points to a scam going on (the presence of a security certificate isindicated by alock icon in the status bar of 1E).

The site would accept any information passed - no checks will be made. Then, afake 'processing delay' page pops up:
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<} PayPal - Processing Information - Microsoft Internet Explorer -0l x|

File Edit Wiew Favorites Tools  Help ﬁ

Back ~ = - () ol | ‘Qisearch  [GFavorites  iMedia 4 | By S H - dt

Address I@ http: /83, 16,123, 18/icons/pp/processing. hkm j PGo | Links
" =
Pa.ypa‘l Sign Up | Log In | Help

Welcome Send Money Request Money Merchant Tools Auction Tools

Processing information.

If this page appears for more than § seconds click here to reload.

| B

&) I_ l_ l_ 4 Internet

Followed by afake logout screen:
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<) Your information submitted - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

-

Back + =+ () it | ‘Qhsearch  [GFavorites  fiMedia o4 | S - dt

Address I@ http://83. 16,123, 18/icons/pp/processed. htm

~| Pao | Liks >

IpayPal)

Your information submitted successfully

Tour subtmitted information will be vertfied by PayPal Accounts Management Department i 24 hours.

=l
Sign Up | Log In | Help

Welcome Send Money Request Money Merchant Tools Auction Tools

About | Accounts | Fees | Privacy | Secunty Center | User Agreement | Developers | Eeferrals | Shops | Mass Pay

ah eBay Company

Copyright © 1999-2004 PayPal All nghts reserved.
Information about FDICZ pass-throucsh msurance

Tewiewed B @P!l?lﬂ‘l’
m oo e | BBBOnLINE
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