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1. Le message, son aspect général :
Les clients VISA continuent a étre la cible par des essais de phishing.
L’objet du message reste (voir le cas précédent déja documentg) :

Attention! Several VISA Credit Card bases have been LOST!

& Attention! Several VISA Credit Card bases have been LOST! I ]
o »
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From: VISA Service
Date: vendredi 24 février 2006 19:19
To:

Subject: Attention! Several VISA Credit Card bases have been LOST!

Good afternoon, unfortunately some processings have been cracked by hackers, so a new secure code to protect vour data has
been introduced by Visa. You should check yvour card balance and in case of suspicious transactions immediately contact your
card issuing bank. If vou don't see any suspicious transactions, it doesn't mean that the card is not lost and cannot be used.
Probably. yvour card issuers have not updated information vet. That is why we strongly recommend you to visit our website and
update your profile, otherwise we cannot guarantee stolen money repayment. Thank vou for vour attention. Click here and update

your profile. /7
Click <a href=http://www.visaeur.com/flostvisa/>here</a> and update your profile.

a

2. Latechnique utilisée :

La technique est celle du classique lien a cliquer « Click here ».

Le code html montre 1’adresse du site hébergeant le phishing :

<br>
<br>
Click <a href="http://www.visaeur.com/lostvisa/">here</a> and update your profile.

<br>
<br>
L’idée est de présenter une URL ayant une « certaine » similitude avec ’URL légitime :

http://www.visaeurope.com/ivelostmyvisa/main.html

Mais lors de nos essais, les liens vers le site du phishing avaient déja ét¢ désactivés !
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La page associée au lien indiqué a retourné la page d’erreur suivante :

% Cannot find server - Microsoft Internet Explorer

File Edit View Fawvorites Toolz Help
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Address @ http: /v, visaeur .comlostvisa,

to adjust vour browser settings.

Flease try the following:

B The page cannot be displayed

@ Done

The page yvou are looking for is currently unavailable. The Web
zite might be experiencing technical difficulties, or yvou may need

N K
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3. Identification de I'origine du phishing

L’outil Whois donne trés peu d’informations sur le mécanisme mis en place:

WHOIS visaeur.com ?
Domain name: VISAEUR.COM

Administrative Contact:
SIMPSON, TRACI support@dynhc.
3 DOGWOOD DR
WEST ORANGE, NJ 7052
Us
+9737367359
Technical Contact:
SIMPSON, TRACI support@dynhc.
3 DOGWOOD DR
WEST ORANGE, NJ 7052
Us
+9737367359

Registration Service Provider:
DiscountDomainRegistry.com
http://DiscountDomainRegistry.
Register your domain for only
http://DiscountDomainRegistry.

com

com

com
$14.99 at
com !

Doit-on en déduire que I’arnaque a coiité 14,99 § pour la gestion temporaire du domaine ?

4. Actions engagées

e La publication de ce document,
e Information faite a I’organisation VISA,

e (e cas a ¢été reporté au niveau « .org »,
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